Table of Contents =

Acknowledgments ........... .. ... xxiii
Preface s s sus snws sims s ans 554 5855 Gimn s ms s i s <o n s v o2 g [ m o S XXV
Using This Book . ... ... xxvi
Coding ConvertionS. s «cus cowsmas suesass sans 855 5855685 585 bmms nma sme cumn s xxviii

1. Introductionto Threads ............ ... ... . .. . ... i i 1
What Ave TheealsT. .. coco s rwrsons smps sns vans sas 5555 365 5805 a05 455 650 aias e 1
The Benefits of Threads . ............oiuiuiiii i 3
Throughput . ... 3
BEUIple PROOBEOOTE . s ur cors smesams c8 s0ms 195 5@BAEHT FAREAHE DHE 5 E5 Kb 53 505k 4
User Interface ReSpONSIiVENess. . . ... .....uuuut i 4
Server ResponsSiveness .. .......... ...ttt 4
Server Deadlock AVOIIANCE , « <y vus suws sxv e snssemimms sos 5555 459505655 5nsmn 6
PrOGramy STUCHITE . o s cov 1005 0m5 1a5a sms smms ama smms wus emmnmmy conems bmbmms 7
Communication. .......... o 8

A WEITHNG . ccvsnne cmnxuns cowvmsy smmyans Samisus E9E 5 vmi BRTRDEESS SHEE s o EIRA 9
Controlling CONCURTENCY &« « s x5 5 5565005 5 6nnwne nms smmnemnsmmanbsnma s sunnn 10
Concurrent Programming . ............ ... .uutitiniiiie i 11
ERPIEREYEEIPE o e oo i vy s 5o g S B E KES S WY B SN E 6 N a R A8 8w R 12

2. Getting Started ....... ... ... .. 13
A Simple Example Using Threads ........................ AR ERE R E NS 13
Thweads Iteramtt. . s voxsus cmws ens sans 583 s@es R sass 865 55556005 kaims dom ks 15
Creating THIAAS « st cus rouiini soms vnnrmanemenmarons cmnomesboncmnenmsnns 15
Using the Thread Start Routine Argument ....................oiiiiiiinnn.. 16
Destroying Thieads. . . oo svs sums smssane sansons sas 5985 665 a0 0E6 555 6ok s # ik 17
Waiting for Threads to EXit ...........ooiiiiinine i 18
Getting the Current Thread-id. ........... .. ... ... .. i ... 19
Comparing Thread-ids . .. ... . 19
Thread AREIIEES . ooy vos smmr sos cmus a6s sRas 5E03F05 §55 55mn vmn nma somasmmm s mos 19

iii



Detached Threads . . .. ... .vvvuttteee i 20

SUTIVOVALY o s 60 605 555 3555 43 885 523 £xes cwn rmns nwn smmi ARTFHRT o018 £ERT 2T g B0+ 21

3. Synchromization ..................eiiiiiiiii 23
The Synchronization Problem .. ........ ..ot 23
Synchronization Variables . ................ R P T ARL T T 25
Mutual EXCIUSION . o oottt e e et e e e e e e 26
Initializing and Destroying Mutexes. . .. ....... ..o e, 26
Locking and Unlocking Mutexes. . . ........ ..ot s 28
Data RACES .« . o oottt et e e e PET 30
The POSIX Memory Model . .........ooiiiiiiiii e 32
Condition Variables . ... .....u ottt 33
Initializing and Destroying Condition Variables. .......... ...t 34
Waiting for and Signalling Conditions . .............oviiiinens 35
Using Condition Variables . . ...t 35
Using pthread_cond_broadcast ().......ouoveirrieiii e 42
Dynamic Package Initialization. . . ... 43
BUTAIMBTY < v s mms 1o v smms tummsmmn cunsoas caarndd 53 5BHESHE ESHE 00 Lmms cmmumns s 45

4. Using Libraries in Multithreaded Programs ...................oiiiinnn. 47
System Calls. . ... ooou it 47

L s o Lo R 47
Thread-Safe FUNCHOMS . . ..ttt t ittt 48
Serializability . . ... ..o et 48
Restrictions on CONCUITEINCY . ..o ettt et 49
POSIX Thread-Safe FUNCHONS . ... oottt 50
Memory ALlOCAtION . . ...\ttt 51
SEAL O v e vt e e 51
Ca++iostreamLibrary .......c.couuniniiiiiiiii 52
Explicitly Locked FUNCHONS . ........cooiniiiiiiii e 54
Thread-Unsafe FUNCHONS. . ..ot ittt 54
Other Thread-Safety Variations. . ............ueveiiiiiiiieee .. 55
Package-Unsafe Functions . ....... ...t b5
Object-Unsafe FUNCHONS. . . ...\t viit e 55
518844V T-Y o 2 T 56
5. Threads and Process Resources ...............c.ouinininiiinninenen, 57
Process RESOUICES . . o\ vttt ettt et i e e e 57

iv Programming with Threads

Unshared ReSOUICES . ... ...ttt e 58
POSHIONBA. L/ O 5 5555655 6605 0 v nmms wims rimms s o coimte m s s s 5 818 5 558 ismn s s 58 59
Arguments and Environment Variables............... ... ... . ... .. .. . ... .... 62
Timers and WaRTHRS . « o0 sos v omu to8 5858 500 5 555 866 hmimr emu Tmmn wos xmasmms cms o 63
STENALS . 4 6 v v ie s 5555 508 5o me mm vimms dae e e e ke e e s S s s £ s 63
Process Creation and Destruction. . .............o it 64
USING £OXK () oottt ettt e e e e 64
Waiting for Processes tO EXit ... ...oooiiiii 65
SUMMATY . . oottt e e e e et e e e e e 65
. Synchronization Strategies ................ ... . ... ..., 67
Single Global Lock . ... 67
Thread-Safe FUNCHONS . ... ..ot 70
Strmchured Code LOKITE . « s sovimes svwsmns susiass 56 1855 650 smmemmenms s xonim s 70
IVIOTIIEOES « 505w s15 5500 5 Ga7 5505 5,555 555 aomma o wasnmm s mimm o omin o woms <ot o v0me #5005 6 6 5 o0 0 74
Internal FUNCHONS . . . . .o ot 74
Invariants . . . ... 75
Releasing the Monitor Lock .. ...ttt 77
Multiple Conditions ........... ... ... . ... . i 83
Structured Data Locking ........... ...ttt 83
ObJEEt DEIEHOM, . s o5 vows e85 5@ms 6508885 6BAT 383 shimnmon non smmmsmmn wmn smmosms s 86
Locking and Modularity ........... ... .. i 86
Nested MONItOrs . ... .ovu it e e 87
Lot Operations v soesens toss@ns sms e s i85 i 585 6855 nmrs emmronn cnremmmun e 87
Reentrant MONItOrs . . . . ..ottt 89
Monitors Revisited ... ...... ... 90
Deadlock .. ... 91
LK OFABIING : s cums s55 5555 655 xmmn nma s nmncmmsmme smn PhmeBhe vmamnams emsas 91
Resource Deadlocks. . . ... o 94
G 95
SCOPEA. LOCKITIS o 55 5 50515 5555 555 £5 556 5 nommsnimins sisn nomnts simts mm s s K5 % o 505 96
Locking Guidelines. .. .......... . ottt 98
c Using Threads . ... 99
Creating THICAAS. .. . a5 s c55 5554 s 4eimns sus imonamescos cwasoms bassamsnss sus 1ms 99
Improving I/O Throughput......... ... .. ... i .. 99
Using Mulltiple PrOCESSOTS (.« s s sus vwus sos cuss 555 6595555 550 rmmnmmanme nmws wa 102
Table of Contents v



Improving User Interface ReSpONSIVENeSS. . ... ...vvvrerrrvreer e 184;
Improving Server ReSpOnSIivVeNess .. ..........overrreerrrrrr e o
Program STIUCHUIE . . . .. vvuevernen e s s o
Server Deadlock AVOIdAmnCe . . . oo v vvvvneareeeenireeseesemer e
Failtre AIDULES. « « . oot et e et 106
Threads vS. EVENt LOOPS. .« ..o cvvvene e 107
Processes VS. TRTEAAS . ..o v oottt e i 107
Thread Paradigms. . . ... cvvnvnenennnmnensnee e 182
Deferring WOTK . ... ..ovoriviiei e IR .
Anticipating Worki. . ... .o.vuiiiii e
Pipelines, Pumps, and Serializers ... .........ooouevnerneerere e ;1182
Sleepers and ONE-SHOS .. ... .oourvuaeri e o
Deadlock AVOIETS . .. oottt iee e et
Task REJUVENALION . . ..o\ vvveetne i Eg
Threading Data SEUEHIFES . « <+ cavs - aclsms sumesns sun s comdss cusiamscane o
LAnKed LSS & o v oo et e e e et e e e e
QUEUES &+ e vsvvenemn s ens st ans e sstsnnenssasssirsatooseesssusanesne Eg
HASh TADIES .« o v v v e ettt et e e e
ANEBXAMPIE . . oot heien et 1?3
SUIMINATY + ¢ v+ cncves e soss s s sasassaen s assasssssasaenssunmnsesseescns
8. Thread-SpecificData ............ooiiuininiinirriri e 151
Thread-Specific Data. . . ... o.vvvneren e 1;11
Allocating TSD KEYS . .o vvvvviea il
Accessing TSD VAlUes. . .. vvnveneunsiisadnsumn i usassrsnecnesses 12;
UBNE TOD. . . . s s vems s sums sma nmms s SREERE EUmeuma cumn nun Fd 4oty o
Deleting TSD KEYS . .« .o voveeveiieae e
Considerations in Using TSD .. ... o.vvuviiiiiiien e 157
Redefining Interfaces for Threads . .. .......covevnrirnrnrrane e 157
SUIMIMNATY « .« . e vveaee e tosann s s st en s e s e sttt 160
9, SHGMALS . ... .oniuitit e 161
SIgNAl MASK . .. .. voev ettt et e 12;
Signal GENETatioN . . ... ...vuewnarsereeee et -
Sending Signals to Threads .. ..........ovneeenrnarrn s -
L= N R I R
SigNAl DELIVETY . ..o ovoveveneeetei e Ei
Signal Handlers . . ... .o.vvvneuurnanaenen et
vi Programming with Threads

Async-Safe Functions . ........ ... .. .. 164
NONIOCAL GOLO . v ottt e 165
Waiting for Signals . ........ ... i e e 166
SIGSUSPENA() « o v ettt 168
Pending Blenale . ..oonnp vursons vemismy smne vmp s@susns sBEs 485 FHRIADE FRBESS 169
Per-Thread Signal Handlers. . .......... ... ... . ... 169
Summary ... 172
10. Advanced Synchronization ............. ... ... .. ... 173
Interprocess Synchronization ............ ... ... .. . . i i i 173
Synchronization Variablesin Files. .. ....... ... ... ... ... .o ... 174
Interprocess Synchronization and Process Death . ........................... 177
SETAPNOTES « 1 555 1525 455 5285 85602 nn swas sae simma aim o simms mms 6008 o s s m s mo s 177
Named and Unnamed Semaphores ..................ooiiiiiiiiniiiin..n.. 178
Creating and Opening Named Semaphores. . .............cooiiiiiiiia. ... 179
Unlinking Named Semaphores . .......... ... ... .. 179
Initializing and Destroying Unnamed Semaphores .......................... 179
Waiting For and Posting Semaphores. . . «uu vevs smvssascns susssossmncans soss 180
Getting a Semaphore’s Value.............. ... .. . i i i 181
Using Semaphores. ....... ... .. . . . e 182
Semaphores and Signal Handlers .. ..., 185
Semaphores and the Memory Model . ........... ..., 185
Summary ... 185
. Thread Caticellalion ... .ccrcos saprumpvenssos sums 355 snuswus %7 cEsARE 5 ik i d 187
Destroying Other Threads . ........... ... ... .. 187
Cancelling Threads . ............ ... e 192
Canellation POIS « oo ooy coes cus spwiams tmus nms smsvems 1ons 485 595565 5 HILE 192
Cancellation Cleanup Handlers ............. ... .. i, 194
Cleanup Handlers and Condition Variables ................ ..., 196
Detaching Threads During Cancellation .. c.vvus« vesvoss sus smmanns vas sssies 198
Testing for CanCellation = ;s swss cos 5o 6595885 855 16074 5nr smmsmas smr mmnmn 199
Asynchronous Cancellation. . ............. ... 199
Disabling Cancellation . ............... .. i, 201
Usinig Catteelation s v sus cuns sus smms 165 6865 5205895 5551858 Kos smmrmes vamome 202
SUMALT 5 1.6 3 553 6005050 viomn sma somas e nimos wma o wos wma smms me o sk e bns 203
Table of Contents vii




12. Threads Scheduling ............c..oeoiiiiiiea i 205
Thread Scheduling Models .. .......veniiveniinn e 205
Using Contention SC0Pe . <.« vvvvuur ot srssams vuvsvas s isssianscons o 208
Thread Scheduling Attributes . . . ... ..ouiivii e 209
Inheriting Scheduling Attributes. . ...........coveirirnirer e 211
Thread Scheduling PoOLCIESs . . ... ovvvveeiii e 212
o Te kT I 213
D4 0s 17 SO AR L LR CR L b 214
Scheduling POLCIES . . . ..o vvtet i 214
Scheduling Allocation DOMAIN . . .. .. vovvteie e 216
Priority INVEISION . .. ..o vttt ettt 216
Priority Ceiling Protocol. . . ... o.vuiiiii i 218
Priority INKETIANCE . . ..ot vvee e 220
Scheduling Strateies . . .. ..o v vvnrvn e 220
Thread Scheduling in SOlAriS 2 . . ..« ot vveivr e 222
Concurrency and Process Contention Scope Threads. .............ocovennet. 223
System Contention Scope Threads ...........overrirerrerrr e 226
Contention Scope and Process-Shared Synchronization Variables.............. 226
BANIIIIBLY 5 255 555 555 ppswnmn caecwmnnnd HAES §HE §XSY 0w smmn smo i €57 (BHT 12 227
13. Threads and Processes: Advanced Topics ......... ..o 229
Managing Thread Stacks . .. .....o.oviniiir e 229
Default Stack Management ... .......oo.vroniemneener e 229
Thread Stack Size LAMIS. . . oo e et e e 232
Managing Your Own Thread Stacks . ........oovivnvnieinrenenenes 233
Strategies for Using £0rk () «.cv.vvnivireririeeniiiaaim e isinren: 238
FOrK HANAIETS . . o ottt et e et 240
BUITINATY ¢ 0.0 vn s xumn oms non o5 8 4585 HEH EHETOms Cma dwms $0RFHET T BN s nns 243
14. Advanced Synchronization Strategies . ............ ..o 245
Critical Section CONCUTITENCY . . .« v« v v v v vveeves e 245
Lessons from Queuing TReOTry. .. ... .vvvnrie e 245
Read /Wit LOCKS . .« v vttt tee et e 248
Read /Write Lock CONAItioNS. . . ..o 251
Breaking Up LOCKS . ..o\ vvvineiitiii e 253
Explicitly Locked FURCHONS . .....ovviiniierieeniinineiineeees 259
Recursive LOCKS . . o oottt et e et 259

viii Programming with Threads

Object-Unsafe Functions . ..............0 ... 261
Locking Guidelines IT. . .. ... ... 262
15. Multiprocessor Issues . . ........... i 263
Shared Memory Multiprocessors . .......... ...ttt 263
Caches and Cache Consistency Protocols. . ......... ... .. .o i 264
Synchronization InStructONnS ., v vo vuve vons vis smvanss camsams soe vamsmasses s 270
Synchronization on Multiprocessors .................. ... ... . ... 271
Spin Blocking . ... 271
Wait-Eree Synchronization . « o« covv tasvrse sne smas sos sonions sos swssmms iness 273
Convoys ................. R PR 274
Livelock. . .o 275
SUMMATY 50 ¢ cons snvsmns voms s sues 555 LE9s ma t0ws U8 FRATEES FHE FEEHR08 £ ¢ 275
16. Parallel Computation ................ ... i 277
Using Threads to Parallelize Algorithms. . ... .v. coanvun cvniman cus snnsonnsns oo 277
Thread Paradi@mss v. « o« s o sas smas sos sass sos s ais i%: Sroeags s s@nionsiasss 278
Master-Slave Paradigm .......... ... ... 279
Master-Slave Example: Matrix Multiply. .......... ... ... .. .. ... ... 281
Barfier SyNChrONIZation « » .« sws sss s sms swns sossoms vas suasmss smn s amomassssis 286
Master-Slave Example: Relaxation ........ .. ... .. ... ... L. 290
Spin Barriers. ... ... 294
Workpile ParadiZirie . oo cwes vme somsemn smas sms s ss emwsmms o8 s5msnsns o 296
Workpile Controllens: ssss sms sans s sans soerams ams s.om5 455 055 50855585 0883 298
Workpile Example: Quicksort ........ ... ... 301
Pipelitie PaTadismi e s soo sums sma smmy sun rume nwnvums sms smmvmms sag v sasmnsds b 303
Pipeline Example: Graphics Rendering .................................... 305
Pipeline Example: Relaxation ................ .. ... ... .. ... ... ... 307
Parallelizing Using Compiler Technigquies . .o . cvvvnuvun cvmidan clhcvorvanonas 311
PErfOrTanCe: . .o s smos sos s oms sis 505 5908658 508 5@aess 508 §0 050 a8s ous s 316
Imbalance . . ... ..o 316
Synchronization Overhead. ........... ... .. ... . .. 316
Lock COMENHON. s son swus smnsmms sms vmms vomewas soe ¥ 4500ms 5505 ms £uss sa3 s 316
Data Sharing and False Sharing Overhead. .................. ... ... ... .. ... 317
Performance and Problem Size .......... ... ... ... ... ... . il 317
Guidelines for Writing Parallel Programs ......cov v vnesvmrasssnssvmsvses sses 318
SUMIIVALY 05 56056 05 585 5055 5605 F55 5S040 503 EEs 456 8 405 555 108 5 95 vEh s 197 320
Table of Contents ix



17. Multithreading Existing Code .............coiiiiiiiiiiienes 321
I o) =Y U= < AT L I 321
Thread-Safety. .. .. cvvvvueiir et enseeanimnreeniosieesatiriteineinrene. 321
Cancellation-Safety . . ......o.vteirren 329
FOTK-Saf@ty . . .. oot vt it et et e 331
Establishing Fork Handlers .. ...t 332
APPHCAHONS. . . vvv v ies ams sas amsge s tvar e ss sas et e e e 333
Multithreading a Graphical User Interface .............cooovinnienn 333
SUTMATY . ¢ ¢ 555 5as sus sms pess sas cons wan vans §35 $88FERE £HETT 20 L0d s oo 338
18. Threads Development Environment .............. ... 339
Compiling Multithreaded Programs . .............oeieeiinriie ... 339
Other POSIX LADIaTies . .. v v vttt et ee et et 340
Header FIles . . ..o ittt e e e e e et e 340
Static Data Race Analysis. .. ......c.uverneeinniiiii i 342
e < 1< X o I T R 342
DEBUGEING .« v covcvme rems his §5as 65 5 Emam T s caseums somamrs c8h SEaE s e 347
AebUgger ON SOLATIS 2 .« . . vttt ettt e et 347
Performance TUMING . . . ... ouuvte ettt 348
Critical Path Analysis .. ....ooveeiiueeenririiiiiiiiaeeiiiiocannees, 348
Critical Section Analysis. . ........ouvieenueiiii i 351
Profling .« : o cmms sws swas susvmas vwmeons sme nis 3 SEaE SR sHr nn vmay oo 353
THACITUE .« oo v vvrviee mns sms s e ms 655 smps sws comumu s cms san s $9REESE 203 £0us Eoe 353
1P b4 1T o R R 362
A. Example Programs ... ..........ceuetiunneanntanee ittt 363
B. UNIX International Threads ............. .ot 365
OVEIVIEW &« o v et ottt e et e e e e e et 365
POSIX /UL Common FEattres . . ... vvvv ittt 366
Additional Features of the Ul Interface . . ....... ..o 371
Read /WIite LOCKS . . . oottt et e e e et et 371
UI Resource LImits .. ..ot et 373
Suspend and CONHNUE . . ... ouvenvite e 374
Daemon Threads . .. ..o vttt 375
Forking Multithreaded Processes . ...............ooeeiineiiiiern e . 376
Avoiding Data RACES. . . ..o vvvinte it 377
Thread Scheduling . ... ....c.oiutti e 378
X Programming with Threads

Concurrency Level ... 379
Thread Priorities . ... ..ot 381
SehedUlitig CIASSESE & s sms sun swme sas 6855 5085855 85 hbmmn nn smmsimmoemmsinmninm 381
Compiling and Linking UNIX International Programs . ........................ 382
Header Files . . . ..o e 382

s Manual Pages .. ... o 383
threadS(3T). . . o v ve e e e . 385
cancellation(3T) . . . oottt 392
CONATEIOTIBT) 66 ss 5155 5555 855 505 5005 Smn nimomn xina amom s wmn o ommemme s s om o s 398
UEEX(3T) . o et 406
pthread_atfork(3T) ... ..o 413
prhiead attf TGE(BT): . s uvs s wnssss 655 6053 5855 o e emmemme manimms nma smnsmmore s 414
pthread_condattr init(3T) . ...t 419
pthread_create(3T) ... ...ttt 421
pthread detach(BT). .. v v veven it ims s onsevssonsons onnneme e sonsnannosme 428
pthread_equal(3T). . ... .o o i 429
pthread_exit(3T) . .. .o oottt 430
pthread JOMIT) » cons sos bmus son sums cos s a®s 5081555 165 idns vanemansnnsmms ons 432
pthread _Kill(3T). . . . oottt 437
pthread_mutex_setprioceiling(3T) . ..., 439
pthread_mutexattr_init(3T) .. ... ..ottt 440
pthread. once(3T) cuiciviiiiiiitreteesimnenennnsonsnnnsneesnscmnenns nns 443
pthread_self(3T) . .. ..ot 444
pthread_setschedpatami(BT) o v vme smums sms swms sassmps i5 0850 @5 ERmEans §ak s 445
pthread SIGMASKIBTY), s vs cun 555 555 s0minnanmas cmasons smsronsonenmnames smas 449
TWIOCK(3T) . oot 452
semaphore(3T). . ... 455
thr_min_stack(3T) . .. ..ot 458
thr_setconcurrency(3T). . . ..ottt 459
thr_suspend(3T) ... ... i 461
th YIId(BT) w cs s swmv smmswns sumamme 15 8853 @8t 805 805 Ean smasmemn nme s son 462
sched_get_priority_max(3R) ...........uuiit e 463
sched_setparam(3R) .. ... i 465
sched_setscheduler(3R) .. ........ouinii i 467
sched_yield(BR). .. ..ottt 469
sem_close(BR) .. ... 470
Table of Contents xi




D.

xii

sem_destroy(BR) . . ..ot 471
sem._getwalie{OR) « cssv ros cusssms rurs sus gvms cms vomramuinay ony cmm sy v 472
SEIN FNFBRY . or v vme s 55 5.5 5 503 56 sma s F O FEEE PR SN PR S s e 473
sem_OPen(3R) . ...t s 474
ST POSHBRY s« v v vmms sms sams cmmimut sos vuas cma cmas b ea e can ke 476
sem UNNK(BR) : c« sons soesmos sumsmes sus swns smssmns sass@os sme sows ews oway s 478
SO WATEBR) e« « e v icis v nion s nmmisomios pme s 58 6587 T8 REEE EEE S0 HHE S B EE R 479
SIREHIEOMARY v rams corrmms smaimas cumcmmn s wms s s waa B b aa e 481
SIEWAIH(2Y « 5500 suwn s coin somamns sossans smp s ams Lups ans puee pwy Ehacomy nas cmae 483
CHMBBEC) v vve svms vos s w8 hs 655 §a R BE S FBEs S FE e HEA FEB NS FRE LB 485
directory(3C) . .. oottt 489
geternami(BC): . oss sns vens sws samsras coms sasimms vua seme nan swe s s e 493
gRHOZINEICY . voonms 536 50as b3 mms ss simms SMEEEEE FH SENE BRS TP A ATy 497
getpwnam(BC). . ..ottt e 499
= 4 Vo . P 503
SPGB . . coosann 6m5 cxms vinn s mBE S 05 EHEE SH IR ER EE SR KB EAS R FE st 504
SYEEOTH{ITY. «oovvwns e cmmn womnmms s s B RAGE R KA ARG FAREE AR A 507
EIEIABIBC) 1 rv v emn xmn s comumms samsums cmmsams cmmumos ame mmamn ows s ama 512
Annotated Bibliography ............ ... i 515
Programming with Threads




